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Num dos principios orientadores, enunciados no Plano de Acdo para a Educacao Digital 2021-2027, a

Comissao Europeia destaca que “Uma educacéo digital de qualidade e inclusiva, que respeite a
protecdo dos dados pessoais e a ética deve constituir um objetivo estratégico de todos os organismos e

agéncias que operem nas areas da educacao e da formacéao [...]".

Na implementacdo do PADDE, as escolas devem acautelar, as questdes relativas a Ciberseguranca,
a Protecdo de Dados e estar aptas a promover competéncias de Cidadania Digital, de forma a

sensibilizar e a proteger toda a comunidade educativa, principalmente as criangas e 0s jovens.
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https://eur-lex.europa.eu/legal-content/PT/TXT/PDF/?uri=CELEX:52020DC0624&from=EN
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Medidas nacionais e europeias

COUNCIL OF EUROPE

Destacam-se as recomendacdes emanadas pelas Nacdes Unidas, OCDE, Conselho da Europa e

Comissado Europeia sobre os direitos da crianga nos ambientes digitais.

CONSEIL DE LEUROPE

* X %
> X Estratégia europeia “uma Internet melhor para as criancas”, da Comissao Europeia.
*****
EUROPEAN Estratégia Nacional de Seguranca do Ciberespaco, coordenada pelo Centro Nacional de
COMMISSION

Ciberseguranga.

Carta Portuguesa de Direitos Humanos na Era Digital.

UNITED NATIONS
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https://tbinternet.ohchr.org/_layouts/15/treatybodyexternal/TBSearch.aspx?TreatyID=5&DocTypeID=11
https://www.oecd.org/sti/ieconomy/protecting-children-online.htm
https://rm.coe.int/publication-it-handbook-for-policy-makers-final-eng/1680a069f8
https://ec.europa.eu/info/policies/justice-and-fundamental-rights/rights-child/eu-strategy-rights-child-and-european-child-guarantee_en
https://digital-strategy.ec.europa.eu/en/policies/european-strategy-better-internet-children
https://dre.pt/home/-/dre/122498962/details/maximized
https://dre.pt/application/conteudo/163442504
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Servigos de apoio

Linha ,

Internet gabinete CRIANGAS
Segura CIBERCRIME Bl
800 219 090 m
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https://cibercrime.ministeriopublico.pt/
https://www.internetsegura.pt/lis/sobre-a-lis
https://iacrianca.pt/intervencao/sos-crianca/
https://www.cnpdpcj.gov.pt/campanha-proteger-criancas-compete-a-tod-s
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CertificacOes de Escola

2019/2021

eSafety Label

for a safer school
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https://cidadania.dge.mec.pt/saude/noticias-e-eventos/selo-escola-saudavel-2021-2023
https://www.cnpdpcj.gov.pt/selo-protetor
https://www.sembullyingsemviolencia.edu.gov.pt/?page_id=24890
https://www.etwinning.net/pt/pub/benefits/recognition/etwinning-school.htm
https://www.seguranet.pt/pt/selo-de-seguranca-digital
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CertificacOes de Escola

Selo de Seguranca Digital (eSafety Label) é uma certificacdo europeia que permite a realizacao de

um diagndstico relativamente a seguranca digital das escolas. Apds a candidatura ao selo de

seguranca digital € gerado um plano de a¢ao de melhorias sugeridas no que respeita as infra-

estruturas, politicas e praticas.
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https://www.seguranet.pt/pt/selo-de-seguranca-digital
https://www.seguranet.pt/index.php/pt/selo-de-seguranca-digital
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Cidadania Digital e o Curriculo

mn

CURRICULO

m%

CURRICULO

As Orientacoes Curriculares para as TIC no 1.2 Ciclo

sao contempladas como uma darea transversal em

gue a Cidadania Digital € um dos dominios de

trabalho.

O dominio Seguranca, Responsabilidade e Respeito em

Ambientes Digitais é um dos dominios das

aprendizagens essenciais da disciplina TIC.
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https://erte.dge.mec.pt/sites/default/files/oc_1_tic_1.pdf
https://www.dge.mec.pt/sites/default/files/Curriculo/Aprendizagens_Essenciais/3_ciclo/tic_3c_9a_ff.pdf
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Cidadania Digital e o Curriculo

Na Estratégia Nacional de Educacao para a Cidadania sdao destacados os dominios que poderao
trabalhar as varias vertentes da Cidadania Digital: Media; Direitos Humanos; Saude; Sexualidade;

Seguranca, Defesa e Paz, Educacdo Financeira, entre outros.
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http://dge.mec.pt/sites/default/files/Projetos_Curriculares/Aprendizagens_Essenciais/estrategia_cidadania_original.pdf
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Cidadania Digital e o Curriculo

Destacam-se os 10 dominios da Cidadania Digital preconizados pelo Conselho da Europa.
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@ Access and inclusion

This domain concerns access to the digital environment and
includes a range of competences that relate not only to the
overcoming of different forms of digital exclusion but also to
the skills needed by future citizens to participate in digital
spaces that are open towards any kind of minority or diversity
of opinion.

@ Learning and Creativity

This domain concerns the willingness and the attitude towards
learning in digital environments over the life course, bath to
develop and express different forms of creativity, with different
tools, in different contexts. It covers competences of personal
and professional development to prepare citizens to face the
challenges of technology-rich societies with confidence and
competence, and in innovative ways.

@ Media and Information Literacy

This domain concerns the ability to interpret, understand and
express creativity through digital media, with critical thinking.
Being media and information literate is something that needs
to be developed through education and through a constant
exchange with the environment around us: it is essential to go
beyond simply “being able to” use one or another media, for
example, or simply to“be informed” about something. A digital

dirogio-geral
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WELLBEING ONLINE

@ Ethics and Empathy

This domain concerns online ethical behaviour and interaction
with others based on skills such as the ability to recognise
and understand the feelings and perspectives of others.
Empathy constitutes an essential requirement for positive
online interaction and for realising the possibilities that the
digital world affords.

@ Health and Wellbeing

Digital citizens inhabit both virtual and real spaces. For this
reason, the basic skills of digital competence are not sufficient.
Individuals also require a set of attitudes, skills, values and
knowledge that render them more aware of issues of health
and wellbeing. Health and wellbeing in a digitally rich world,
implies being aware of the issues and the opportunities that can
affect wellness including but not limited to online addiction,
ergonomics and posture, and excessive-use of digital and mobile
devices.

@ ePr e and C ications

This domain refers to the development of the personal and
interpersonal qualities that support digital citizens in building
and maintaining an online presence and identity as well as
online interactions that are positive, coherent and consistent.

‘ @ Active Participation

Active participation relates to the competences that citizens
need to be fully aware of how they interact within the digital
environments they inhabit in order to make responsible decisions,
whilst participating actively and positively in the democratic
cultures in which they live.

Rights and Responsib

Just as citizens enjoy rights and responsibilities in the physical
world, digital citizens in the online world also have certain rights
and responsibilities. Digital citizens can enjoy rights of privacy,
security, access and inclusion, freedom of expression and more.
However, with those rights come certain responsibilities, such as
ethics and empathy and other responsibilities to ensure safe and
responsible digital environment for all.

es

® Privacy and Security

This domain includes two different concepts: Privacy concerns
mainly the personal protection of one’s own and others’ online
information, while Security is related more to one’s own awareness
of online actions and behaviour. This domain covers competences
like properly managing personal and others’information shared
online or dealing with online safety (like for example the use of
navigation filters, passwords, antivirus and firewall software) in
order to avoid dangerous or unpleasant situations.



https://rm.coe.int/168093586f
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Programas e campanhas de sensibilizacao
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https://www.seguranet.pt/index.php/pt/lideres-digitais-seguranet
https://www.seguranet.pt/index.php/pt/desafios-2o-e-3o-ciclos
https://www.seguranet.pt/fevereiro2021/
https://www.seguranet.pt/mes-ciberseguranca-2020/
https://www.sembullyingsemviolencia.edu.gov.pt/
https://fundacao.telecom.pt/Site/Pagina.aspx?PageId=1975
https://ipdj.gov.pt/noticias/sessoes-navegas-em-seguranca2021
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https://www.ministeriopublico.pt/sites/default/files/documentos/pdf/brochura_tu_e_a_internet_6-5-2020.pdf
https://www.seguranet.pt/pt/recursos/selma-toolkit
https://www.seguranet.pt/pt/atividades-de-prevencao-de-bullying-e-de-ciberbullying-manual-enable
https://www.seguranet.pt/pt
https://www.internetsegura.pt/
http://milobs.pt/
https://www.betterinternetforkids.eu/en-GB/
https://www.coe.int/en/web/digital-citizenship-education/home?desktop=true
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Servicos de Apoio

O CERT.PT é um servico integrante do Centro Nacional de Ciberseguranca que

6
CERT PT'=j coordena a resposta a incidentes envolvendo entidades do Estado, operadores
OerlwtroNacma\ . . . g e . .
e Cborsoqranca de servicos essenciais, operadores de Infraestruturas Criticas nacionais e

prestadores de servigos digitais. As Escolas podem recorrer a este servigo para

notificar incidentes digitais.

A Direcao-Geral de Estatisticas da Educacao e Ciéncia (DGEEC) responsavel pelo
conjunto de servicos relacionados com infra-estruturas tecnoldgicas e sistemas

de informacao disponibilizados as escolas.

A Direcao-Geral dos Estabelecimentos Escolares (DGEstE) responsavel pelo
acompanhamento das escolas relativamente ao RGPD.
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https://www.cncs.gov.pt/certpt/coordenacao-da-resposta-a-incidentes/
https://www.dgeec.mec.pt/np4/sistemas_tecnologias/
https://www.dgeste.mec.pt/

Capacitagdo Digital Dimensé&o Tecnholdgica e Digital
as Escolas

Recomendacdes de Seguranca

A Direcao-Geral da Educacdo, através do Centro de Sensibilizacdo SeguraNet em articulacdo com o Centro
Nacional de Ciberseguranca e a Comissao Nacional de Protecao de Dados, disponibiliza um conjunto de

recomendacdes e de orientacdes, a ter em conta na utilizacdo das plataformas digitais no que respeita as
questdes relacionadas com a protecao de dados e com a Ciberseguranca.

Estudo em Casa

.

p cnes'? Estudo em Casa o3 Estudo em
Recomendacies de seguranca =
Plataforma ZOOM

Cas: o Estudo em Casa
C: ones™ . NCS *
Recomendagdes de seguranga .=

Recomendacées de seguranca d Recomendacdes de seguran¢a
Plataforma Moodle Plataforma Microsoft Teams

ones™®

Google Classroom e Meet

1. oz prévicas
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https://www.seguranet.pt/pt/estudo-em-casa-recomendacoes-de-seguranca
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Cidadania Digital e o PADDE

Muito obrigada!

Direcao-Geral da Educacao
Ligia Azevedo
ligia.azevedo@dge.mec.pt
seguranet@dge.mec.pt
esafetylabel@dge.mec.pt
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